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MEMORANDUM FOR: Acting CIA enber
Mational Foreisn Intelligence Board

FRO ¢ Robert ¥. Gambino
pirector of Security

SURJECT i Release of Sensitive Compartmnented
Information to Contractors/Consultants
REFLRENCE i emo dated 19 June 1976 £from Director,

GIA to Chairman, NTIf#, sams subject
(rcsffss9212-76)

1. The referenced Defense Intelligence Agency {(DIA)
proposal to provide Sensitive Conﬂartme1ted Informatlon
( 3CI) to contractor personncl en “a"Pd on the World-Wide

Military Command and Control betem (THHCCJ) does not
appear to ve totally iancempatible with either the H(CI
Policy on Release of TForeim Intelligence to Contractors
{incorporated iunto DCIL 1/7) or Annex F of the DCI
Communications Intelligence Security Regulstions (CISR).
It does pose a problem, however, with regard to the ORCON
and NOCONTRACTOR controls imposed under DCIL 1/7. These
controls are utilized in some c¢ases to protact the sources

and methods employed in clandestine —qo*f.rce 25X1A
¢nllection and wmay reqniru individua case-by-case
judgments rvegarding thelir TGIElaa)llltf to centractors

2, In orJex to support tae WWMCLS, a high prioerity
and costly developurent zffort of the Department of Lefense
(Doi), reliaf buOuld e possible by making specific
bilateral agreements between Intelligence Cownunity agencies
and the 208 to releass 3I and TX uﬂu’fl&l to contractsrs,
sulrject to the constraints imvmosod by oCIo 1/7 and th
CIS2 and those reguired for the protection of clandestine
and methods. Such azreements should include the
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n.  Thae disclosare authority =mist be
subject to stipulatad time limitations., It
@Ay not be oge“-*nuad.

c., Contractor employeas/econsultants sust
be approved for sach sga51Fic SCI coapartunent
to wilca they will have access.

d. Contractor/consultant persoannsl must
be identified by name, and chargea or ad thxoﬁs
must be reported to all parties to the agree
ments., Tae aumber of contractor personnel
must be severely liaited.

@, The SCI material amay be viewed or
utilizoed only within appropriately accredited
Vs 3. goverament facilities and may not be
ramoved from such premises by coatractor
personnel.

‘ f. Contractor/cousultants wmay not reproduce
3CT material,

1. Contractor/consultants and tneir
coatractor enmployers must agree in writing taat
any infarmation ebtained under the desiznated
coatract may aot be revealed to other contracter
esnloyees,

. Racords must be h pt ifdentifying

coatractor persoanel who have aa& 1ccess to
*atﬂlllgenge materials.

3. <alle the foregoling wgvl& LTOVi-g: ief
of ‘FI~~0utralle; materials, because 5f the possi
risk to clandestine collection and human res2urces
nat he possivie to provide blanket approva rt
inatina ol O0C0N or HOCONTIACTALZ material origina

a
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CIA to contractor perscanel. Instead, 3 special

rent is recomng n;ed providing shortene:d chaﬂnels

or diszﬂxrﬁva,, on 4 Jdocuwent-by-Jdocunent basis

amd/or HOCOITRACT wato L. A CIA focal gaint

desirnated, with the ority mission of pTﬁViulug nrompt

service to JUHCCS requests for disclesare of ORCOY and/or
3
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NOCONTRACT muterials to desienated contractor "erseﬂnel
This arrangeneat shonld be a part of tae sverall azreemsnt
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